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Web Filtering

Tech Talk
October 2015

Daniel Cornwall, Internet and Technology Consultant

Find related resources at http://lam.alaska.gov/filtering
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Introduction

 What this is:
 Consumer oriented
* Overview
 What this is not:
* Aimed at CIPA compliance
* Advocating for or against web filtering
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Learning Objectives

* At the end of this talk, you’ll be able to:
* Articulate some benefits and drawbacks to web filtering
* Know the basic types of filtering/blocking
* Know several different ways filtering can be delivered
* Troubleshoot display issues with allowed sites related to web filtering
 Know at least one alternative to filtering




Pros
 Blocks most undesired sites

* Blocks many malicious web sites
e Can decide site viewing by category

e Able to restrict to “whitelist”

Potential bandwidth management

e Enforce time limits

Is Web Filtering Right for You?
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Cons

* Inadvertently block useful content

* Some undesired stuff WILL get
through

e Can sometimes scramble legitimate
sites

* May need to filter multiple devices
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Types of Web Filtering

Address (name and IP)

e Keywords

Service / Format of content (video/IM/etc)
Blocking by Category

Whitelisting

Most web filters use a mix and match of methods for higher blocking efficiency.
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Address Blocking

e Usually lists of addresses, both name and associated IP addresses
* http://ickycontent.com

 146.63.191.119
* Address lists are usually propriety to the vendor
* Avoid aiding competitors
* Avoid giving teens a “must view” list
* Avoid giving blocked sites chances to change their addresses
 Some vendors allow checking of single URLs. See

http://www.trustedsource.org/en/feedback/url for an example with
McAfee Web Gateway. -
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http://ickycontent.com/
http://www.trustedsource.org/en/feedback/url
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Address Blocking, Continued

* Racyimages can still get through
* Example: search Pinterest for Lingerie
* Sometimes shortened URLs can be blocked
* Example: http://goo.gl/forms/4SPnrTweR5

e Legitimate survey blocked because other “goo.gl” URLs resolved to
malicious sites.



http://goo.gl/forms/4SPnrTweR5

Keyword Blocking e R
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e Like It sounds
* Can be insensitive to context —i.e. “Breast” will knock out both “Sexy Breasts”
and “Breast Cancer.”
e Effect on browser
* Block page
e Block words on page
* Most likely to over block AND under block
* Helpless against images
* Would show you page of human privates if labeled “figs”
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* Restricts ACTIVITIES rather than web sites
* Video/audio streaming
* IM clients
* Chat/IRC
* Peer-to-peer file sharing
* Anonymizers
* Has potential for bandwidth management
* Potential for blocking ALL images without ability to discriminate
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Blocking Using Categories oo [

* Web filters often allow restrictions by subject category

* Most cases categories are set by vendor

* (Categories go FAR beyond porn

e Examples drawn from http://www.fortiguard.com/webfilter

* Phishing

* Information and Computer Security
* Advocacy Organizations

* Plagiarism

e Arts and Culture

* Sports
* Personal Websites and Blogs
¢ Child Education et : e



http://www.fortiguard.com/webfilter
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* Can be most restrictive form of filtering
* Can be set so that only whitelisted sites are accessible
* More usual to add “allows allow” sites that override category blocking
* Most likely to cause display problems on allowed sites
* May be helpful for creating a “homework computer”
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Types of Flters

* Filtering can be implemented on a number of different levels
* Internet Service Provider (ISP)
* Domain Name Server (DNS)
* Router/Hardware based filtering
* Filtering programs on individual computers.
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ISP - Filtering
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* Every ISP filters a bit differently
* Some will filter
e Contact your provider for details
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Domain Name Service (DNS)

Filtering
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Pros Cons

e Easy set up * Some solutions less customizable

e Per computer basis




€ OpenDNS - Setup Guide - Google Chrome o &=
&« C' | 8 https://store.opendns.com/setup/#/familyshield A & o2 OO =
= Apps % Bookmarks Press to LFA ) LibGuides Dashboar... (J) State Agency Datab... AKLA List Admin duolingo Student List [ Tumblr (] Imported From [E (] Acer »  [] Other bookmarks

OpenDNS OpenDNS Setup Guide

SET UP FAMILYSHIELD ON YOUR DEVICE

Thanks for choos

your devices to use OpenDNS's

FamilySh ype from one of the

categories below

NOTE:

FamilyShield nameservers are:

208.67.222.123
208.67.220.123

CHOOSE YOUR DEVICE

art Devices

TEST YOUR SETTINGS

Once you've configured

your device to use OpenDNS's DNS nameservers ere to test your sett

Settings for: | Home (69.116.28.226) -|

Web Content Filtaring
Security
Cuskomization

Stats and Logs
Advanced Settings

Users can contact you

WOUF uEers can cointact you
dirasy Fram e Mok pag
thew haws gquastons. 181 shov
Lp as 2 email in your inbax.

Mote about DS forwarding
Tt yiou are farwarding requests
ta OpenBiE, domain blacking
miey rat work propery if the
domain's addre
forvarder's cache,

i in your

Chiach a domain
Fird avt whether it would be
Blocked, ard sy,

jobs
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Add/manage netwarkes

Web Content Filtering

Cheoose your filtering level

High Pratects againal all adult-related sites, illegal activily, social
I
nebworking sives, videa sharing gibes, and gemeral tima-waslers.
26 categories in this group - Wiew - Custamize

Modarate fratacts agairst all adult-related sites and illegal actviky,
13 ceteqgeres in this group - ¥iew - Castamize
Probects against parnograghy.
4 catpgares In this group - Wiew - Custamize
* Hathing hinckad.
Custbom Choosa the categories you want b block,
APPLT

Manags [ndividual domalns

If there are domains you want s mske sure are always blocked (or always allowed)
regard| of the categories blocked aboue, you can add them bedow.

Always bleck =

ADD OMAIM



Pros

e Customizable from home to
individual computers

e Offers ime restrictons on
Internet use

Router/Hardware Filtering
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Cons

e Not all manufacturers support
category blocking




Cisco Meraki
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Dell TZ 400 w/SonicWall

These also serve as Wi-Fi hot spots
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MAC Address

IP Address

IP Address Range

‘T'ypical Router Access Restrictions:
These Will Vary by Vendor
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Internet access during selected days and hours.
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LIFL 2 LIEL 4
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Website Blocking
by URL Address

Website Blocking
by Keyword

e
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www. domainname1.com

wiww . domainnamez2.com
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wiww. domainname3.com

www. domainnamed.com
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keywords,




Hote: only ten applicati

Applications

button.

DNS (53 - 53)
Ping (0-0)

FTP (21 -21)

POP3 (110 -110)
MAP (143 - 143)
SMTP  (25- 25)
NNTP (119 -119)

rght arrow  er policy.

Blocked List

il
il

HTTPS (443 - 443)
HTTF (20 - 20)

Application Name

Port Range IIII

Protocol
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Pros

e Easy to customize per computer — kid
vs adult

e Easy customization of categories
and/or keywords

 Activity reporting available

Computer Based Filters
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Cons

e Harder to standardize filters across
computers

 Lasier to bypass than ISP or router
based filtering




I'’xamples of Computer Based
Iltering Programs
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* Microsoft Family Safety
* Qustodio Parental Control
* ContentWatch Net Nanny

These examples are given for information only and do not constitute
endorsement by the Alaska State Library.




Block websites

You can make sure that adult
websites are blocked for the kids in
your family. You can block specific
sites, too—or choose which sites you
want your kids fo see.

When you sign in, you can:

View all family members
Add a family member
Remove a family member
View your kid's activity

Manage your kid's online activities
and safety

Help keep your kids safer online

Sign in to your Microsoft account to help manage your kid's online activity.

Create an

Play time is important. Let them
have fun, safely

You can allow your child to
download apps and games
appropriate for their age, and still
make sure they don't get anything
they're not ready for yet.

Set your kid's permissions for
websites, games, apps, and movies

Set up allowances
Find your kid's email address

Choose what info your kids can share
with people anline

Manage your kid's allowed screen
time

account

A window into their digital life

Get recent activity reports on sites
visited, apps used, games played,
and screen time, Cr, check in online
anytime.

Set good screen time habits

Together, you can talk about good
habits and set limits on how much
time they can spend with their
screens.

Microsoft Family Safety —
Baked into Windows 7 and

higher.
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Qustodio

https://www.qustodio.com
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€& How does Qustodio work? The magic behind Qustodio - Qustodio - Google Chrome EI@
€« c https://www.qustodio.com/en/family/how-it-works/ by =
| q Y 1
i Apps ¢ Bookmarks [ PresstolFA [ Tech Administration... ¢&) LibGuides Dashboar... () State Agency Datab... [ AkLA List Admin [ duolingo [“] Student List ("] Tumblir » (] Other bookmarks

FAMILY SCHOOLS BUSINESS PARTNERS BLOG HELP LOGIN ~

(8) Qustodio

What will | see?

How does it work? Why Qustodio  Buy Premium  Downloads

Avery simple, effective and intuitive interface.

QUSTODIO INTERFACE SUPERVISION FEATURES

Blocking of games & applications

PROTECTION SETTINGS

Filtering of websites by category

Website categories

{) World of Warcraft
- Enable website category restrictions m

| OFF

Wﬂ Microsoft Word 2010

@ Skype

@ Educational
© Government

© Entertainment

Customizable time usage limits

© Technology

Internet & computer access controls

Usage schedule

Enable schedule m

Monday
Tuesday
Wednesday
Thursday

Pre ut
allo use,
Lock computer

Prever h online and offine

Computer lock type

Lock navigation

COMpLr

s
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@ Nef Nanny & Users }&‘ Family a Requests @ Dovices Logout

'

User settings Indmdualize settings for specific users in the family

” Sean
' A Agg User
Net Nanny
|
|
.

https://www.netnanny.com/ |
Content Categornes AlowBlock Agphcations & Scheduling User Seltings |
|
Categories View category informaton @ |
Abeston Axcerol Anime Dating DeathGore [
S Y EEEE " &I T I '
Drogs Gamding Lngene/Swimsuts Mature Nudey '
25 MRl - IRAE - IR = |
| |
Pornogeaphy Profanty Provocatve Proxy Sexual Meath |

Y . = . a
|
Sucde Tobaces Weapons |
Conn———— HINI - v ECE— Y |
|
Custom Categories Edit Custom Categories ‘
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Hidden Blocks that Scramble

Legittmate Sites

* Web filters sometimes have these effects on allowed pages:
* Page looks very odd
» Sites don’t work the way you expect
* Why this happens:
* Most web pages draw from many servers
e Stylesheets
e Javascript libraries
* |mages




. Turn off filter if you can, if page displays/works normally, it’s a filter issue.

. To fix, start by viewing page’s source. See your browser’s help files for
instructions.

. Look for anything with a different URL in the page.

. Copy and paste any different URLs into a new browser window, make a
note of any block screens.

. Take the URLs you’ve identified and have a filter admin put them into your
filter’s “whitelist”

. Open up your original page with your filter turned on.

e m—— S~ £ —i = ——




Hidden Blocks: The Verge

@ The Verge - Mozilla Firefox .-6—»- -

File Edit View History Bookmarks Tools Help
- [T B
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Trending now

BREAKING: FacebooKk will no longer restrict your account when you die

Fitbit recalling Force due to sKin irritation issues

UKraine signs peace deal with protestors and pledges early elections

——— e How Microsoft's Siri Killer 'Cortana’' will work
~ = — — ——

"Tron' designer creates a real-life Light Cycle




Turning off the web filter
allowed us to see how The
Verge is supposed to look.

So what didn’t the filter like?

Hidden Blocks: The Verge

@ The Verge - Mozilla Firefox

File Edit View History Bookmarks Tools Help

V_The Verge |Tl

Alaska State
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. LONGFORM . VIDEO . REVIEWS . TECH. SCIENCE. CULTURE. DESIGN . BUSINESS

Facebook will no
longer change
your privacy
settings when
you die

By Jacob Kastrenakes

'‘Strider' review: Amazon's new

game studio brings a classic
violently back to life

TRENDING NOW

BREAKING: Facebook will no longer restrict your account when you die

Thisis what a room looks like
through the eyes of Google's
Project Tango

By Chris Welch

The Classics: 'Solaris'

By Jesse Hicks

Pesticides are everywhere, and
more dangerous than you
realize

US & WORLD

Writer proves that Discovery
aired fake image of Megaladon

By Aaron Souppouris

Meet the
Cossacks
handing out
vigilante
justice in Sochi
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Hidden Blocks: The Verge

\File| Edit View Help

<link rel="alternate" type="application/rss+xml" title="The Verge - All Posts" href="/rss/index.xml" /> =
<link rel="shortcut icon" href="http://cdn3.sbnation.com/images/verge/favicon.vcd44as54f.ico" /> -3
<link rel="apple-touch-icon" href="/images/verge/apple-touch-icon.png" />

ed URLs were
d as sports and
by our f||ter Of window.Chorus = window.Chorus || {}:

<script type="text/javascript”">var _sf startpt=(new Date()).getTime()</script>
<script type="text/javascript">

window.Chorus.Context = {
logged in : false
, user id : d
, network slug : "verge"”
, community id : 372
, emc_admin : false
1.

i

</script>

¢ href="nhttp://cdn3.sbnation.com/stylesheets/vox universal.vaS5c7908834761739.css" media="=screen" rel="3 Eagocet”
<link href="http://cdnl.sbnation.com/stylesheets/verge a.v88351273bf6476af.ce2" media="all" rel="stylesheet" type=
<link href="http://cdn2.sbnation.com/stylesheets/verge b.v458aa06f9cfS5cc47.c=22" media="all" rel="stylesheet" type—

¢ href="nhttp://cdn3.sbnation.com/stylesheets/verge print.va745c4edf22e7458.c23" media="print" rel="sty " typ
<script type="text/javascript? STC— 7o s .1U.2/jquery.min.js"></script>
<script type="text/javascript">window.jQuery || document.write('<script src="http://cdn3.sbnation.com/javascripts/vendor

<script type="text/javascript" src="//cdnjs.cloudflare.com/ajax/libs/underscore.js/1.5.2/underscore-min.js"></script>
<script type="text/javascript">window._ || document.write('<script src="http://cdnl.sbnation.com/javascripts/vendor/unde

<script type="text/javascript" src="//cdnjs.cloudflare.com/ajax/libs/backbone.js/1.0.0/backbone-min.js"></script>
<script type="text/javascript">window.Backbone || document.write('<script src="http://cdn0.sbnation.com/javascripts/vend
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Filtering Alternatives

Monitoring (Included with most parental control programs)
e Put computers in common areas

Last 30 days

e Communication h Mlkes ActletX Summary
* All of the above Actvity Summary [ “ 1 Example fromyQugtodio
Smcn yow last visit
All activity Questionable activ Ity
B 20 Surf-Social Networks 36:11 Total Usage Time
B 17s. Surf-Games - 17:30 Web Activity
o et "0 13s% Surf- Entertainment L\ 1:34 Social Activity
‘-4-—-:“:&5};_,& = e ‘ 30:25 Apps Usage

= é—'*:w_-gzzawi ﬁwe;‘f#;m?{i = 10.8% Using World of Warcraft

= — mv—a—’-qk—»ﬁ_
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Contact Information

Daniel Cornwall

Internet and Technology Consultant
Alaska State Library

Ph: 907-465-6332

Email: daniel.cornwall@alaska.gov

Resources referenced in this talk may be found at http://lam.alaska.gov/filtering.
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